


nming in 2023

non S« ams & Case Studies

~ Part 3: Strqtegies to Keep You Safe

Conclusion




N

* Scams s to keep yourself safe.

® What is my qﬁf'o"" on the mattere

* Largely practical, hands-on experience and | endeavour to keep informed.
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Standard nev

Peers & old co-workers

Reddit and other information-sharing websites

Personal experience

Panda, Malwarebytes, etc.
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* In 2022, FCC issued warning to business about smg this software

® This is a grey area but consider how it makes you feel using this software...



“A Bostc | rs from friends, family

andcHS zi scheme has been sent to prison
for more than 14 years”

The Worcester (Massachusetts) Telegram & Gazette

/ *Merriam-Webster Dictionary
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ime, sucker game”
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/3 *www.thesaurus.com
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Canadian Anti-Fraud Centre Canada

Browse scams | Protect yourself Report fraud | What to do if you're a victim

Home = Browse scams

Scams by A-Z index Nde:

© Note

This list is intended as a navigational aide, not as a comprehensive or official list of all scams affecting Canadians.

1 e-n ails
-Covid-19 and benefits
-CRA impersonation
b com o cols o -Home HVAC, furnace calls
B -Fake calls and texts

Bank investigator
Bomb threat
Business executive spoofs and wire fraud
Business grant and loans -Anything involving gift cards
Business opportunity

Business proposals, fake

-Facebook profile hijacking

To name but a few...

*Canadian Anti-Fraud Centre



The impact of fraud so far this year

As of December 31, 2022

Reports of fraud:

90,137

(107,381 in 2021)

Victims of fraud:

56,352

(68,087 in 2021)

Lost to fraud:

($384 M in 2021)

Funds recovered with CAFC
assistance

As of October 31, 2022

$2,400,000

*Canadian A’ri-Frqud Centre

that good?

t deal of people who are
oort it for various reasons:

-Embarrassment
-Futility
-Lack of knowledge or available resources



Amazon |

Tik-Tok
LinkedIn

Websites and services that require personal information to create an

[\

FULL NAME
AGE GENDER
TELEPHONE NUMBER

ADDRESS
CITIZENSHIP
BIRTH DATE
TRAVEL DOCUMENT
NATIONAL IDENTITY NUMSER
CRIMINAL RECORD
NATIONALITY
MARITAL STATUS
INCOME INFO
DENTITY DOCUMENT

account...
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PART 1: THE STATE OF SCAMMING IN 2023
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Dialogues in Clinical Neuroscience, 22(2),
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https://doi.org/10.31887/DCNS. 2020.22.2/mhilbert
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to limit the poten

personal information to those ill-inclined

A)«w.wikipedia.org/wiki/lnformq’rion_Age



Indigo

an update from us

Dear Valued Customer,

We are very grateful for your support and wanted to ensure you were the first to
hear an important update from us.

What happened?
On February 8, 2023, Indigo experienced a cybersecurity incident that affected
our systems. We immediately engaged third-party experts to investigate and

resolve the situation. Our investigation is not yet complete.

How does this impact you?
Some of you have asked us questions about plum points and credit and debit
cards. Here is some information we are happy to share:

« Customer credit and debit card information was not compromised by our
recent cybersecurity incident. We do not store full credit or debit card
numbers in our systems.

» Customer plum peints remain intact and unaffected by the cybersecurity

incident.

The relaunch of our online store will happen as scon as we are confident we can
provide our seamless online experience to you once again. Stay tuned!

In the meantime, our stores are open and accepting cash, debit, credit, and gift
card transactions. We look forward to seeing you! Please note we are temporarily
unable to accept exchanges and returns.

We're here to support you and will continue to provide updates as more
information becomes available.

If you have any questions or concemns, please contact service(@indigo.ca.

Sincerely,

www.wikipedia.org/wiki/Information_Age Team ndigo
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potentially pqsswords if they are not protected or encrypted

/*Business Insider






The Internet map
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www.internet-map.net
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PART 1: THE STATE OF SCAMMING IN 2023

Does this look familiare

Once your email ends upon a spam list,
it's very difficult to fully block unwanted
Incoming mail. In my experience,

Gmail is the worst for this.

Adyvice: Keep a secondary email address
For registering with websites, as always
keep Personal information private.

If available, use email filters or set spam

to go automatically to Trash.

Shipping_Pending
Your package %) %) notification\
PENDIMNG PACKAGE

Norton_Antivirus
GENT! You are without virus protection.

Trudeau_Bitcoin
Why is now really the best time to invest in Bitcoin? It will recover within 2 months.
=_mimepart_8babba5 df9 Content-Type: multipart/parallel;

Order_Pending
Your package notification

----==_mimepart_28babba570¢ 54df9 Content-Type: multipart/parallel;

PACKAGENOTICE 2=
Delivery of your package ofification ID # 096490080 -371 7] +

<htt torage.googleapis.com/chevillotmartine/arhlonrbipiomh.htmI#FWRtGGYqalbhSsDXuOYH. hjoz1rter...

Mcafee™

Final Motice: Your Computer
-——-==_mimepart_8babba5s

r Protected, Your Subscription may have ended ...
54df9 Content-Type: multipart/parallel;

WALMART-WINMER
CONGRATULATIONS, YOU HAVE WON DYSON VACUUM
Final notice: 2nd attempt for you.

Norton-Antivirus
URGENT! Your subscription has lapsed!

<http:/ 50.red.bezegint.net/55a3PxqQ.swifpofggbch VFedeWScKeTD1bhTkGebbbdy=

Order-Pending(1)
We Need Your Confirmation To Ship Your Order (3 .
EXPRESS

-Currys Rewards-
You have won an Makita Power Drill
AMNSWER & WIN A Brand New Makita Power Drill Congratulations You have been chosen to participate in

Congratulations
Re: Your Mame Came Up For a AirPods customer Gift
Re: 2nd attempt for you < htt E

-Currys Rewards-
You have won an Makita Power Drill

Fri 2:49 PM

Fri 2:46 PM

Fri 12:48 PM

Fri 11:38 AM

Fri 10:40 AM

Fri 10:18 AM

Fri 7:23 AM

Fri 6:52 AM

Fri 2:28 AM

Thu 12:32 PM




Home Motify me Domain search

655

pwnied websites

12,465,082,651

pwned accounts

Largest breaches

772,904,991 Collection #1 accounts

763,117,241 Verifications.io accounts

[}
[

711,477,622 Onliner Spambot accounts

2 Data Enrichment Exposure From
PDL Customer accounts

Exploit.In accounts
2 Facebook accounts
32 Anti Public Combao List accounts
River City Media Spam List
accounts
20,698 MySpace accounts
268,765,495 Wattpad accounts

tg OMmM&m mg!

Whao's been pwned Passwords  API About

115,645

pastes

227,268,534

paste acocounts

Recently added breaches

®

1,117,405 Weee accounts
LimeVPN accounts
Truth Finder accounts
11,243,837 Instant Checkmate accounts
18,850 School District 42 accounts
240,435 Planet Ice accounts
135,401 KomplettFritid accounts
20,032 Autotrader accounts
756,737 Zurich accounts

367,476 DoorDash accounts

AF
®
z

=

Donate B3 I


http://www.haveibeenpwned.com/
https://haveibeenpwned.com/About

':irthdqy found on Facebook

cters people use
rmation from a leak you heard about in the news

® OR the scammer was allowed remote access onto the

computer, which is among the worst




J e
The takeaway: There is not one kind of hacker, they are people with different motives and objectives and
/3 they are often at odds with one another. There is a ‘good’ and ‘bad’ and ‘somewhere in between’.
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> online surveys asking for personal info (street you

grew up on, name of first pet, etc.)
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® Record informat

® Adyvice: Do not engage whatsoever, do not taunt, just ignore them



ck of resources, scammers

y the answer is complicated...

® |tis ... ght the 1l centres either the authorities turn a blind eye

or they are in'rermingled-wi"fh Iegiff‘mfne' businesses — needle in a haystack
&)



https://www.reddit.com/r/explainlikeimfive/comments/1050g4o/eli5_why_cant_spam_call_centers_be_automatically/?utm_source=share&utm_medium=web2x&context=3

EXPLODING | |
. GLITTER |
. BOMB
TRAP

18:28

| Found their Scam Call Center....Let's call
them

EXPLODING Glitter Bomb 4.0 vs. Package

Scammer Payback Mark Rober


https://www.youtube.com/@MarkRober
https://www.youtube.com/@ScammerPayback/featured

Kitboga e
@KitbogaShow
2.95M subscribers

HOME VIDEODS SHORTS

Recently uploaded Popular

PLAYLISTS COMMUNITY

six scam call cantess.

we lost access to 2,514 computers?!
Kitboga
you just got banned 6

Taking Down 250 Scammers In Real Time

315K views - 2 days ago

$81,450.69

This $80,000 Scam Backfired After 15 Hours
(they're furious)

432K views - 13 days ago

CHANNELS

Total: -$14,900.69

Scammers Wanted $15,000 - | Bought a Car
Instead *RAGE*

550K views - 3 weeks ago

Scammers Face 1,000 Viruses Controlled By
Viewers

- 4 weeks ago

. @> AnyDesk

LINK TO VIDEO

LINK TO REDDIT



https://youtube.com/watch?v=CvDA_JKdViw&feature=shares
https://www.reddit.com/r/videos/comments/1179jyw/scambaiter_kitboga_enlists_the_help_of_the/

@CBC | MENU v

NEWS Top Stories Local Climate World Canada Politics Indigenous

Marketplace

Fraud fighters

in

More information on our story

Fraud Fighters
10 months ago |

ey mules behind scam calls, and we team up with



https://www.cbc.ca/news/marketplace/fraud-fighters-1.6413207




| | Is Your Credit Card Stolen? Check for free! |F=&

Free! Check if your credit card has been stolen!

If you fear your credit card info has been Credit card issuer  Selectcardissuer -
stolen, enter it here and you can find out Credit card
for free. Avoiding fraud has never been number

easier! _
NMame on credit
card

About Expiration Date 01 ~ / 2010 ~

[ Check if my credit card is stolen

[:] Verified Secure J

Adyvice: Ignore this, using common sense. No company, service or bank would utilize a tool like this.




Work

A | . - .
@ Work Email <workemail9876543210@gmail.com=> = | © Reply 7 Forvard

1\\5 PART 2: COMMON SCAMS & CASE STUDIES

To Thu 2023-01-191

O ®Fc-|lc-w up.

‘ " 5FC99766-93B0-4B75-8A44-502963881F9B.jpeg -

i 3MB




Adyvice: The beginnings of phishing — they are expecting a response and will extra information over time.




Please confirm receipt

L ) €5 Reply & Reply All —» Forward s
nespress <communications4la@podescoffier.edux> ) ey ) nery

To  bandarisaccoke@gmail.com Thu 2

01-0

ollow up.
If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.

Congratulations!

You have been selected to participate
in our Loyalty Program!!

GET YOURS NOW! D

Shop The Collection Now=CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=B8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
=E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F==E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F = =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=

=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80==8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C= =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C &n= bsp;
=CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
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=CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
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=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80==8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C= =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C &n= bsp;
=CD=8F =E2=80=8C =20

&
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Please confirm receipt

L ) €5 Reply & Reply All —» Forward s
nespress <communications4la@podescoffier.edux> ) ey ) nery

To  bandarisaccoke@gmail.com Thu 2

01-0

ollow up.
If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.

Congratulations!

You have been selected to participate
in our Loyalty Program!!

GET YOURS NOW! D

Shop The Collection Now=CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=B8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
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=CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
=E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F==E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F = =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=

=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80==8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C= =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C &n= bsp;
=CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
=E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F==E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F = =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=

=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80==8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C= =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C &n= bsp;
=CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
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=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80==8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C= =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C &n= bsp;
=CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =; =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C ==CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD==8F
=E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F==E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F = =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=80=8C =CD=8F =E2=
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not engage. Hang up the phone and do not provide any information.




. Energy provic

. : r':_: ‘ X
®* Random computer 'rechnlcql suppor'r '
|ce Do not engage and use common sense. Find the official contact details for the company and check with them.
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* Once on the sco

view and accesses doc

downloads, personal files, pdsswords,
efc.
Advice: Do not interact. If remote access has happened, disconnect from network, turn off and seek assistance.
In this case the best course of action was to back-up personal data and reinstall Windows to be certain.




one number well

."f_.phishing and will lead to

'e'"rml:qc’ring information or requesting

money

dvice: Do not interact. Ignore or block number. Never send personal information or money.
If you have sent bank or login information for anything, check with that company /service and change information.




Do not restart or use your computer.
Your computer is disabled. Please call Micresolt.
Access is the block security reason for this computer.
Please contact us immediately. A technician will help you solve the problem.

Your compnoe b aberied 3t 1 s bean rfecied with & Trcjam
Sryere. The: bolowing dita has been compremised.

DEL to access Task || — |
from there S
vice: Never call the number, it is NOT Microsoft on the other end. Hit ESC, CTRL + ALT + DEL or seek assistance.
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/ldvice: Do NOT engage! Do not ‘feed the trolls’. Ignore, add to block list if possible. Hang up on suspicion.
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oviding information or to
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one member into

.bqying/providing information to the

scammer

Do NOT engage! Do not ‘feed the trolls’. Ignore, block email if possible. Inform members of the group. |




\\\\\\ e &q M. Ethan (Official) I
- YOU'LL GET A CHAT

disturb Ik for j inute, please? it ' E REQUEST FROM

Sorry to disturb you can we talk for just a minute, please? it's a very important matter.

If you notice my message please reply this is so important SOMEONE ON YOUR
— FRIENDS LIST CLAIMING
\\\\\\ | | THEY SCREWED UP

Sorry for disturbing you causue | accidentally report you for doing illegal purchased instead of someone else the admin said your account will be suspended

i THIS USER

- I'm really sorry | tried to tell him that it was a mistake profile 1D but he won't listen to me ACCOUNT l__l Ag
<l —- PROBABLY BEEN
- STOLEN

| didn't mean to report you, can you please help me to explain to him?

sl

Wwho?

| Steam Community :: Mr. Ethan (Official)

Feel free to ask me for Community Service valve | Steamworks | &
Security | Services

SENDS A LINK
TO WHAT IS
SUPPOSE TO BE
STEAMCOMMUNITY.COM E-‘j A gTEAM REP

that's him add him and explain that | report you it was accidentally only please help me to clarify on him | don't know what to do if you will get suspended
I'm really sorry | didn't mean to report you | hope you are not mad

report thi: —
Hang on. Let me check my status

\\\\\ | THIS IS THE LURE INTO
okay just add him cause his waiting to your request THE TR AP

are you talking to him now?

ficial channels.

I am chatting with him now.
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The most popular holiday scams

The spirit of the holidays is a time of giving for most but,
for scammers, it is a time of taking. The Canadian Anti-
Fraud Centre (CAFC) highlights the most popular
holiday scams so that you can recognize, reject, report
and be merry.

Online Shopping — Fraudsters pose as genuine sellers and post fake
ads for items that do not exist. The listing price for almost any item
(e.g., event ticket, rental, vehicle, puppy) is usually too good to be
true. Research before you buy. Whenever possible, exchange goods
in person or use your credit card for payment.

Phishing Emails and Texts — You may receive messages claiming to
be from a recognizable source (e.g., financial institution,
telecommunications company, service provider, shipping company,
family member or friend) asking you to submit or confirm your
information. They may even include a malicious link for you to click.

Secret Santa — You may have noticed multiple gift exchange posts
on your social media feeds. This may seem like a fun activity where
you only have to send one gift and receive multiples in return.
Unfortunately, this exchange collects some of your personal
information and also hides a pyramid scheme where only those on
the top profit. Pyramid schemes are illegal in Canada. To keep it safe,
keep the exchanges to close friends and family and conduct them in
person.

Gift Cards — Gift cards are a popular and convenient way to give a
gift. They should also be considered like cash; once they are
exchanged, it is unlikely that you are getting your money back. Gift
cards are not meant for payments and no legitimate business or
organization will request these as payments, especially under
pressure.

Charity Scams — During the season of giving, make sure your
donations are going to the right places. Charity/donation scams
involve any false, deceptive, misleading, or fraudulent solicitation for
a donation to a charity, association, federation, or religious cause.
Refuse high pressure requests for donations, ask for written
information about the charity and do your own research. Remember
16 always ask the solicitor for the charitable tax number and confirm

their registration with the Canada Revenue Agency or by phone at
1_ONN. DA77 _22ARA




Jan.25
“Green energy” scam St )

The Upper Ottawa Valley detachment of the Ontario VRT
Provincial Police (OPP) is warning residents of a po-
tential scam that has been reported in the area.

Police urge residents to beware of individuals going
door-to-door offering to conduct an energy assessment
to qualify the homeowner for a green energy rebate.

The scammer typically asks to inspect the victim’s
furnace and water heater and, once in the home, the in-
~ dividual will use high pressure sales tactics to have the
homeowner purchase products and services in order to
qualify for a rebate. They may also ask for personal in-
formation and banking information, such a void
cheque, for the transaction.

Adyvice: Be assertive. Say “NO!’. Call the police.



Marek Brela
3h- &

The Deep River Police Service would like to raise awareness about the significant increase in
emergency-grandparent scams targeting Canadian seniors.

In 2022, the CAFC received fraud reports totalling a staggering $530 million in victim losses. This
was nearly a 40 per cent increase from the 2021 unprecedented $380 million in losses.

Fraudsters target anyone and everyone, particularly the vulnerable and seniors. In 2022, mare
than $9.2 million was reported lost to emergency scams, according to the CAFC. This was a drastic
increase from $2.4 million in 2021,
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__PEMBROKE OBSERVER AND NEWS

Invest in YOUR future.

Fraudsters are out there every day looking for victims. They will
target you online, over the phone, by mail or in person.

Watch for these WARNING SIGNS in an online relationship:

* When someone you met and only communicate with
online professes their love to you

e If the person wants to quickly move to a private or different mode
of communication (email, text, Whatsapp, Google Hangouts etc.)

¢ If they always have an excuse not to meet in person

* If you receive poorly/oddly written messages,
sometimes even addressing you by the wrong name

* If the individual claims to live close to you but is working overseas
¢ If they act distressed or angry to guilt you into sending money

* Beware if the individual wants you to keep the relationship a secret.
A secret relationship is not a healthy relationship.

For more info or support,
contact your local OPP, Victim Services of Renfrew County at
1.877.568.5730, Older Adult Protection Services at 1.800.363.7222
or the Canadian Anti-Fraud Centre at www.antifraudcentre.ca

You work hard for your money. You deserve to invest in YOUR future - not a fraudsters’.

This message is brought to you by the Upper Ottawa
Valley OPP and Victim Services of Renfrew County Inc
through funding by the Safer and Vital Communities

Grant Fund
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o1 Primie

Hello

Stay safe from scammers this holiday season by getting to know their most common scams:

+  Order confirmation scams. These are unexpected callsftexts/emails that often refer to an
unautherized purchase and ask you to act urgently to confirm or cancel the purchase. These
scammers try to convince you to provide payment or bank account information, install
software to your computer/device, or purchase gift cards.

R ber, if you regarding an order you weren't expecting, you
can verify orders by logging into your Amazon account. Only legitimate purchases will appear
in your order history - and Customer Service is available 24/7 to assist.

* Tech support scams. Scammers create fake websites claiming to provide tech support for
your devices and Amazon services. Customers who land on these pages are lured to contact
the scammer and fall prey to their schemes.

Remember, go direcily to the help section of our website when seeking help with Amazon
devices or services. If you do use a search engine, use caution. Legifimate Amazon websites
contain "amazon.ca” such as "help.amazon_ca".

Here are some important tips so that you can identify scams and keep your account and information
safe

1. Trust Amazon-owned channels. Always go through the Amazon mobile app or website
when seeking customer service, tech support, or when looking fo make changes to your
account.

2. Be wary of false urgency. Scammers may iry to create a sense of urgency fo persuade you
to do what they're asking. Be wary any fime someone tries to convince you that you must act
now.

3. Never pay over the phone. Amazon will never ask you to provide payment information,
including gift cards (or *verification cards®, as some scammers call them) for products or
services over the phone.

If you receive commespondence you think may not be from Amazon, please reper it to us. For more
informaticn on how to stay safe online, visit Security & Privacy on the Amazon Customer Service
page.

Additional resources:

Tips to determine if an email, phone call, text message, or webpage is really from Amazon.
Amazon offers Cybersecurity Awareness Training free fo individuals and businesses around
the world.

If you're concerned about your account security, go to Protect Your System for tips and
recommendations

Sincerely,
Amazon




WHAT TO DO IF YOU'RE THE
VICTIM

Stay calm. Gather all
documents and
information about the
fraud

Contact your financial Contact Equifax and
institutions — place TransUnion

flags on your

accounts and change

all your passwords

Report the Fraud to
the police

Report the Fraud to
the Canadian Anti-
Fraud Centre




Resources & Phone Numbers

Deep River Police Service — Non Emergency 613-584-3500
Canadian Anti-Fraud Centre — Toll Free 1-888-495-8501
www.antifraudcentre-centreantifraude.ca

Equifax — www.consumer.Equifax.ca/personal/

TransUnion — www.transunion.ca

Service Canada — 1-866-274-6627

Canada Revenue Agency — 1-800-959-8281

Get Cyber Safe — www.getcybersafe.gc.ca/en/secure-your-accounts




Protect Online Information

* Control physical access to your electronic devices - computers, tablets and smart phones. Take appropriate measures to
prevent unauthorized persons from using them.

« Ifyou are using a device and need to walk away from it for any reason, log off or lock the device.

» Select passwords that would be difficult for others to guess and change them frequently. Use a combination of upper and
lower case letters, numbers and special characters.

* Do not give out your password to anyone. Do not save passwords on a website or leave written notes with your password
information. If you have a lot of password consider using a password vault, like LastPass or Norton Password Manager

* Public computers and other devices may not have appropriate security controls and could be compromised. These
include Internet cafes, computer labs, shared systems, kiosk systems, conferences, and airport lounges. Only use these
computers for anonymous Internet browsing preferably over VPN (Virtual Private Network) connection.

* Use youronline accounts at least every month to check balances and activity.

« Always log off your business or personal Internet banking application when you are done.

Do not respond to or follow instructions from unusual e-mail or text messages. Many frauds are started by messages with
a fake "From:" address. Do not assume a message is legitimate solely based on the “From:” address.



Install virus management software on your devices and scan them regularly.

Keep your virus files up to date (i.e., latest signature files, product upgrades).

Install a firewall to protect each computer or a home router that includes a firewall to protect your home
network.

Keep your devices up to date with current security patches. Set up your devices to automatically install
patches so you don't have to remember. Note: Windows 7 has reached end of life and is no longer

supported. It you are still using it, consider upgrading.

Be cautious when downloading and running programs or Java or ActiveX applets as they may contain un-
secure data which cannot be filtered, for example, using firewall or anti-virus software. Only download
from a trusted site.

Use extreme caution when opening email received from unknown sources and pay special attention to
any attachments. Do not launch or open an attachment from an unknown source. When in doubt, delete
the email without opening it.
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the most popular are
alwarebytes. Windows

Defender is good if ye nough and i ‘technically the most widely used
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* If you have an Apple device, they are less susceptible to malware /viruses but not immune

® Built-in XProtect is often enough if you're careful, but you can get third-party software
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- ®* Bea vare or — they are often a target

'g * Use a form of backup for your computer — either external HDD or cloud backup
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RS- * Keep informed — Like with the Cybersecurity workshop shared within the group
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®* Do not enga," do not divulge information, do not seek to confront them, in short:

O ;
DO NOT FEED
THE TROLLS




HOW WAS |
CAMMED?

Support
iCloud account limited for security reasons
To:

® Phishing, a long time ago

Dear Customer,

We've noticed that some of your account information appears to be missing or incorrect, to avoid the closure of your account please sign in to your Apple ID and
securely amend the information in your account. If we don't receive the information before this deadline, we will be forced to disable your account for security reasons.

Please amend your account information by clicking on the link below :
Fool me once...

Note:

If your account is disabled you will not be able to use your iCloud to unlock your iPhone or be able to use any of the iCloud or App
Store features.

Thank you for your patience and understanding. If you need further assistance please click Help at the bottom of Apple page.

Sincerely,
Apple Inc.

This is an automatically generated email, Please do not reply
Read our privacy policy, Security and Protection if you have any questions
Copyright © 1999-2019 Apple Inc All Rights Reserved.
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